—

&EnectSafely

Top 5 Questions | Key Concerns | Advice for Parents & Schools
By Warren J. Blumenfeld, Ed.D.



TOP 5
QUESTIONS

A roundup of some common questions we get from parents and educators.

What can a parent or guardian of an LGBTQ student do to support
1 their child or student who is being cyberbullied?

As simple as this seems, just be supportive. Listen to them and find out
what, if anything, they need from you. As a parent, you mostly just need
to love, respect and honor your child and his or her choices.

What can parents or educators do if they are personally or religiously opposed to
2 homosexuality or gender nonconformity yet have an LGBTQ student or child?

Be respectful and supportive. It's possible and even healthy to have attitudes, religious
views and values that are different from your students’ or children’s. You can still
respect people for their developing identities while maintaining your own values. All
major religions advocate treating others as one would want to be treated.

What can students and friends do to support their LGBTQ peers?

Like parents and guardians, students and friends can be open to listening compassionately
to their LGBTQ peers and respect their needs without resistance or debate.

Are there laws and precedent-setting court decisions that prevent discrimination
4 against LGBTQ students or otherwise protect them?

There are several federal and state laws and precedent-setting court decisions that
protect the rights of students on the basis of sex, sexual identity, and gender identity
and expression. You'll find information about some of these laws at the end of this guide.
Check with your local and school authorities for additional protections. Also, most
online services have rules or terms of service that prohibit any type of hate speech
directed at LGBTQ individuals and others.

5 What are the pros and cons of connected technology for LGBTQ youth?

For many LGBTQ youth, the internet, social media and messaging apps provide a lifeline
for information, companionship and support. Online connections enable them to reach
beyond the confines of their local school, family and community to interact with people in
similar situations. They can learn from others and seek advice and support, especially
when they're going through hard times. Still, being online has its risks, especially if you're
subject to bullying or harassment. That’s why it's so important for youth to know how to
protect their privacy and identity (perhaps by remaining anonymous) and to have control
over who sees their posts.

Note: This booklet was written by Warren J. Blumenfeld, Ed.D.,with help from Kerry
Gallagher, Maureen Kochan, Jane Magid, and Larry Magid, Ed.D.



But sadly, that’s not the case for everyone. Some young people are vulnerable to bullying,
discrimination and abuse. That’s especially true for groups that are marginalized, including
lesbian, gay, bisexual, transgender and questioning (LGBTQ) youth.

In the first detailed study of its kind to address incidents of cyberbullying on LGBTQ youth,
Blumenfeld and Cooper, in 2012, found that:

e 52% of LGBTQ youth between the ages of 11 and 22 reported having been the targets of
cyberbullying several times

* 54% had been bullied about their sexual identity

* 37% had been bullied about their gender identity or expression in the past 30 days

Cyberbullying attacks included electronic distribution of humiliating photos, dissemination
of false or private information, and targeting people in cruel online polls, among many other
means of attack.

More recent studies confirm these unfortunate statistics. The Gay, Lesbian, and Straight
Education Network (GLSEN), in its most recent National School Climate Survey found that
55.5% of LGBTQ students across the United States felt unsafe at school based on their
sexual identity, and 37.8% felt unsafe because of their gender expression. About one-third of
LGBTQ students missed at least one full day of classes in the past month over safety
concerns. GLSEN also found that LGBTQ youth were almost three times (42% vs. 15%) more
likely to be bullied or harassed online than heterosexual students.

The report also found that “online victimization contributed to negative self-esteem and
higher rates of depression. Youth who experienced bullying and harassment both in person
as well as online or via text message reported lower grade-point averages, lower self-
esteem, and higher levels of depression than youth who were bullied only in person, only
online, or via text message, or not at all.”

According to data from the 2015 national Youth Risk Behavior Survey (YRBS), of surveyed
LGBTQ students:

« 10% were threatened or injured with a weapon on school property

» 34% were bullied on school property

« 28% were bullied electronically

e 23% of LGBTQ students who had dated or gone out with someone during the 12 months
prior to the survey had experienced sexual dating violence in the prior year

« 18% had experienced physical dating violence

« 18% had been forced to have sexual intercourse at some point in their lives.



While LGBTQ youth may be more vulnerable than others, cyberbullying affects everyone,
even if they haven’t been bullied themselves. Cyberbullying is bullying that happens online,
often via social media and through mobile devices. Like “schoolyard bullying,” it involves
deliberate and repeated aggressive and hostile behaviors by an individual or group intended
to humiliate, harm, and control another individual or group of lesser power or social status.
There is often a connection between cyberbullying and physical bullying; it frequently starts
in school and continues online, or vice versa.

Still, there are some differences between bullying in person and cyberbullying. As
ConnectSafely points out in A Parent’s Guide to Cyberbullying, online repetition can be less
personal but just as hurtful when shared widely, or even virally, by anonymous posters. And it
can follow the person everywhere and pop up at almost any time.

Anonymity is more of a factor in cyberbullying than in traditional bullying. Targets may
believe that more people are witnessing the abuse than actually are, which can compound
their pain. And since online socializing can occur 24 /7, home, weekends and vacation can’t be
havens from the hurt.

When it comes to bullying, the internet can encourage what psychologists call "disinhibition."
In a 2004 paper, The Online Disinhibition Effect, psychology professor John Suler identified
what he called “benign disinhibition” and “toxic disinhibition.” While benign disinhibition
might encourage someone to go out of their way to show kindness, the toxic form might
inspire them to make threats of violence or other harmful behaviors. Sometimes a person
might be willing to express things online that they would not if they were encountering
someone in the physical world. It's somewhat similar to road rage. How many times have you
seen someone in a passing 3,000-pound vehicle make a hand gesture that they probably
wouldn't have made in a similarly frustrating situation while walking down a sidewalk?

This toxic disinhibition effect could be one of the reasons why LGBTQ youth are more
frequent targets for online bullying than their peers, especially among people who either
knowingly or subconsciously hide their true feelings or control their negative behavior when
accountable but feel free to let loose when they think they are anonymous.

While this guide focuses on overcoming some of the negative effects of cyberbullying, it’s
important to remember that the internet is an incredibly important and helpful lifeline for
many LGBTQ youth. For many, connected apps and services are their only or primary means
of seeking support and communicating with others like themselves. Online media can offer a
virtual window on a world that’s free from many of the restraints imposed upon them within
their local communities. Online forums can be places for support, understanding and
compassion. That is one of the reasons why adults should think very carefully before
restricting online access for LGBTQ youth, even if they are encountering harassment and
threats.



And while LGBTQ youth are targets of
cyberbullying more often than their peers,
they can also be less likely to reach out
for support because of the fear that their
parents or guardians might remove or
severely restrict their online access. In
addition, divulging the nature of
cyberbullying instances can “out” LGBTQ
youth before they are ready to inform
people of their sexual or gender
identities. For youth whose families or
communities are sure to reject them,
being “outed” could place them at greater
peril.

Bullying and harassment are not simply
youth problems. It is important to
investigate how bullying trickles down
from the larger society and is reproduced
within the schools. Young people often
learn bullying attitudes and behaviors
from their social environment and the
behavior of others, including, in some
cases, famous people or people in
positions of authority.

The repercussions for LGBTQ youth who
come out to their parents with little or no
family support can be devastating. LGBTQ
youth often fear family rejection more
than they fear victimization or
harassment from peers. Some parents
force LGBTQ youth to leave home once
their sexual or gender identity is
questioned by family members.

There are other cases of parents telling
their child to “keep it a secret,” which
perpetuates the impression that the child
should be ashamed of their sexual
identity. Accordingly, LGBTQ youth would
often rather risk taunts and abuse by
remaining online than lose their windows
to the world by possibly divulging their
sexual or gender identities when
reporting incidents of cyberbullying to
parents, guardians, school officials or
others.
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The most helpful thing family members can do for LGBTQ youth is to let them know they are
safe, loved and supported.

While most young people grow up in families that share some social identities, for example,
ethnic and religious ones, very often LGBTQ youth reside in families with few if any other
LGBTQ members, making it more difficult for them to feel at home, even at home.

As in all families, channels of communication need to remain open, and unqualified love and
support need to be assured. Youth who reside in environments with trust, openness, and
support have better chances of gaining the confidence and self-respect they will need to
navigate and remain resilient in a world that may not be as welcoming as it could be.

It's both common and OK for parents and teens to have somewhat different values. A parent
might have trouble coming to grips with their child having a different sexual or gender identity
from what they had expected. It could even challenge their deeply held beliefs. But it is
possible to have differences while still being respectful. Although it may be hard, parents can
be honest with themselves and their children while at the same time being supportive of their
child and their differences. Sometimes families need a little help, which is why we list several
support organizations and agencies on our website (connectsafely.org/lgbtq-guide).

School climate refers to factors such as the school’s social organization, social relations among
teachers and students, and the norms and values in the school. The school climate needs to be
one of warmth and support for all students, and one where there are high standards for student
and teacher behavior toward one another.

Creating a comfortable and inclusive school environment is critical since children spend a great
percentage of their waking hours there. For most, it’s their main form of social contact, so what
happens in school has an enormous impact on their lives. At school, it's up to everyone—
educators, parents and students—to do everything they can to make all students feel welcome.

Often what happens at school and what happens online are connected. It's very common for
cyberbullying to start at school and carry over online or to start online and have repercussions
at school. And, contrary to what some believe, schools do have both the authority and
responsibility to take action when off-campus behavior negatively affects the learning
environment.

The American Psychological Association passed a resolution (Bullying Among Children and
Youth) calling on educational, governmental, business, and funding agencies to address issues
of both face-to-face and cyberbullying. In the resolution, they addressed acts of harassment
“about race, ethnicity, religion, disability, sexual and gender identities.” In addition, the
resolution specifically emphasizes the high rate of bullying around issues of sexual and gender
identities as well as disability.



Although what works well in one school might
not in another, there are some basic things
that all schools can try:

« Take your school’s temperature: Hold public
meetings, conduct interviews, and/or distribute
research surveys in your school, community,
and/or your state to assess the needs, concerns
and life experiences of LGBTQ youth, their
families, and school staff. This can help assess the
overall social climate of your school.

« Policies: Develop policies that protect LGBTQ
students from harassment, violence, and
discrimination. Include sexual identity and gender
identity and expression as protected categories in
your anti-discrimination policies. Make sure that
the benefits for LGBTQ employees are on par with
those of heterosexual employees. Consult your
state’s Department of Education for specific
policy suggestions.

« Personnel trainings: Offer comprehensive training
to all school personnel on violence prevention,
suicide prevention and specifically on the needs
and issues faced by LGBTQ youth. Convene a
meeting of school staff, including teachers,
counselors, librarians, custodians, safety
personnel and administrators to discuss how you
can make your school welcoming for all.

e Peer trainings: Schools can offer peer youth
trainings to teach skills for transforming from a
passive bystander of face-to-face bullying and
cyberbullying to active upstanders who can
intervene and help defuse the situation.

« Safe Zone (or Safe Space or Brave
Space) programs: Implement and participate in a
safe-zone program at your school. Following a
comprehensive training, faculty and staff
participants are given a sticker they can affix to
their classroom or office doors to identify their
room as a safe zone for discussions related to
sexual and gender identities. If students have any
questions, they can come to the person who
displays the sticker for resources and referrals.




Gender-inclusive facilities: Provide gender-inclusive, or all-gender, facilities. Gender-
inclusive facilities include both multiple-user and single-user lockable restrooms and
physical-education changing rooms.

Support groups: Offer school- and community-based support groups for LGBTQ and
heterosexual youth. Thousands of schools across the United States and other countries have
established these groups, generically called “Gay/Straight Alliances.”

Counseling: Provide affirming school- and community-based counseling for LGBTQ youth and
their families.

Library collections: Develop and maintain up-to-date and age-appropriate collections of
books, videos, CDs, DVDs, journals, magazines, posters, websites, and other information on
LGBTQ topics.

Educational forums: Organize and sponsor community-wide forums to discuss issues related
to sexual and gender identities and expressions.

Curriculum and school programs: Include accurate, honest, up-to-date, and age-appropriate
information on LGBTQ topics at every grade level, across the curriculum in all subject areas,
and in other school programs and assemblies. Also, announce LGBTQ topics and events in
your school and local newspapers.

Adult role models: Select and hire LGBTQ faculty and staff who are publicly out to serve as
supportive role models for all youth.

Teacher certification: Include information and trainings on LGBTQ youth issues in college and
university teacher-education programs.

Continuing education: Provide continuing education opportunities for all who work with
youth, including educators, law enforcement, clergy, parents, peers, and other community
members.

Build community with dialogue, not debate: Truly listen to and hear the voices of LGBTQ
youth without becoming defensive or argumentative. Don’t downplay or minimize their

stories. These are their experiences, their perceptions, and the meanings they make, and,
therefore, it is not up for debate. Use the following tips to help build community:

-Attend LGBTQ cultural and community events.
-Wear pro-LGBTQ buttons and T-shirts, and display posters.
-Interrupt heterosexist and sexist jokes and epithets.

-Be aware of the generalizations you make. Assume there are LGBTQ people at your school,
in your workplace, and in your community.

-To sensitize yourself to the concept of heterosexual privilege, notice the times you disclose
your heterosexuality if you identify as heterosexual. Imagine the social impact if it were not



safe for you to do that.

-Monitor politicians, the
media and community
organizations to ensure
accurate coverage of LGBTQ
issues.

-If you know someone who
may identify as LGBTQ,
please do not disclose their
sexual or gender identities
unless and until they give
you permission to do so.

-Use affirming or gender-
inclusive language when
referring to sexuality and
gender identities in human
relationships in everyday
speech, on written forms,
and the like. For example, on
school forms, use the terms
parent and child instead of
mother, father, daughter and
son. For gender-variant
people, personal pronouns
can be problematic. Use they
instead of he or she to
alleviate the problem.

In general, a holistic approach
is the best approach. This
means that all areas of the
school as well as the local
community need to come and
work together to address the
problem of bullying in all its
forms, including online.

More information about
building a positive school
climate and reducing
cyberbullying both in and out
of school can be found in
ConnectSafely's The Educator’s
Guide to Social Media at
connectsafely.org/eduguide.

WHAT THE LAW SAYS

Several federal civil rights laws directly address the
harassment of students based on a protected class.
These laws have been enforced by the Department of
Education and the Department of Justice, including:

-Title IV and Title VI of the Civil Rights Act of 1964
-Title IX of the Education Amendments of 1972
-Section 504 of the Rehabilitation Act of 1973

-Titles IT and III of the Americans with Disabilities Act
-Individuals with Disabilities Education Act (IDEA)

Title IX and Title IV do not prohibit discrimination
based solely on sexual or gender identity, but they
protect all students, including students who are
LGBTQ or perceived to be LGBTQ, from sex-based
harassment.

Title IX of the 1972 Higher Education Act provides for
equality on the basis of sex in employment in
educational institutions and programs. This applies to
all educational institutions, including K-12, vocational
and professional schools, and public and private
undergraduate and graduate institutions. Because of
Title IX, school systems, colleges, and universities
must ensure equal treatment regardless of sex in all
areas including vocational education, athletic
programs, textbooks and curriculum, testing,
admissions, and employment.

Harassment based on sex and sexuality are not
mutually exclusive. When students are harassed based
on their actual or perceived sexual identity, they may
also be subjected to forms of sex discrimination
recognized under Title IX.

Precedent-setting court cases

-Tinker et al v. Des Moines School District (393 U.S.
503, 1969).

-Fricke v. Lynch (491 F. Supp. 381, 1980):

-Nabozny v. Podlesny (U.S. Court of Appeals, Seventh
Circuit 92 F.3d 446, 1996).

-Vance v. Spencer County Public School District (321
F.3d 253, 6th Circuit Court, 2000)

-McLaughlin v. Puleski County Special School District
(2003)

-Flores v. Morgan Hill Unified School District, (2004)



The whole idea of social networking apps and sites is to enable people to express themselves,
share thoughts and ask questions. That’s mostly a good thing, but there are risks, especially for
LGBTQ youth. Fortunately, the risks can be managed. Obviously, if you are not prepared to come
out about your sexual or gender identity, you need to be extremely careful about what you post
—especially if you can be identified personally. Even if you think you're only sharing with people
you're comfortable sharing with, there is always the chance that the information could get out
to others.

If you're not ready to come out yet, one solution is to use an app that supports anonymity. These
apps allow you to post under an assumed screen name or, in some cases, no name at all. If you
use such an app or service, be careful not to post anything that could reveal your true identity
unless or until you're ready to widely share this information. Check out ConnectSafely's Tips for
Safe and Civil Use of Anonymous Apps.

Here are some additional suggestions you might consider:

» Never share personal information or images with anyone that you don’t want to share with a
large number of people, both known and strangers. A handy rule of thumb is to only share
what you would be comfortable seeing on a billboard in front of your school.

» Be careful when connecting online with people you don’t know in real life. Not everyone is
who they say they are online, and some may try to scam or victimize you.

« Don’t believe everything you see online. Be especially skeptical of messages that ask you for
something, including information or personal images you know you shouldn’t be sharing.

« Be polite to others online, and don’t react in anger. What you write could affect you later.

« It is OK to disconnect or unplug from your electronic devices from time to time and take a
break.

« Confide in a trusted peer or adult if you are being cyberbullied.

» Save or screenshot all harassing messages as evidence in case you need to report it later.

If someone is cyberbullying or harassing you, know that it’s not your fault. There are plenty of
other wonderful young people who are in a situation similar to yours as well as many allies
who would support you if they saw any negative posts about you. If someone is mean to you,
or if someone cyberbullies you because of your identity, consider sharing that with trusted
peers or adults as well as reporting it to the service you're using.

When it comes to taking care of children, it’s all about love, compassion and respect and the
realization that everyone is a unique individual. Admittedly, it can sometimes be hard for
parents, educators and others who care for youth to accept differences, but young people as
well as adults are different in terms of who they are, how they act, and who, if anyone, they
may someday love. Understanding, accepting and even embracing those differences will go a
long way toward creating the type of world that makes every child feel accepted and
welcome in our schools, our communities and our families.



Bullying is never OK, neither in person nor online.
But it occurs, and when it does, it’s everyone’s
responsibility to try to end it, provide compassion
and support for the victims and—whenever possible
—help the bullies overcome their tendency to hurt
others.

Anyone can be the subject of bullying or mean
behavior, but those who are marginalized—including
LGBTQ youth—are more likely to be affected. Those
who feel isolated within their own families, schools
and communities are even more likely to use the
internet and connected apps to reach out for
information, companionship and support. For
LGBTQ youth, the internet can be a lifeline. Pulling
the plug on that access, however well intentioned,
can have devastating effects.

All parents, regardless of their children’s sexual or
gender identity, should have thoughtful
conversations with their kids about internet use,
the apps they use and their experiences—both
positive and negative. These conversations should
never be lectures or interrogations.

When it comes to sexual and gender identities,
parents and educators need to know that kids will
come out if and when they're ready. They're most
likely to feel ready if they're comfortable. It's the
responsibility of caring adults to create an
atmosphere of love, support and understanding for
all children, so that they are as comfortable as
possible, regardless of their sexual and gender
identities or their willingness to discuss them.

As educators and parents, we must never
underestimate the role of peers. Helping all youth
learn to be compassionate allies goes a long way
toward making everyone feel comfortable and
welcome.
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